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3. Definitions 

 

Term Definition 

Personal data Any information relating to an identified, or identifiable, individual. 

This may include the individual’s:  

¶ Name (including initials) 

¶ Identification number 

¶ Location data 

¶ Online identifier, such as a username 

It may also include factors specific to the individual’s physical, physiological, 

genetic, mental, economic, cultural or social identity. 

Special categories 

of personal da





 

Page 5 of 18 

 

o If they need help with any contracts or sharing personal data with third parties 

6. Data Protection Principles 

The UK GDPR is based on data protection principles that the Trust and its schools must comply 

with.  

The principles say that personal data must be: 

¶ Processed lawfully, fairly and in a transparent manner 

¶ Collected for specified, explicit and legitimate purposes 

¶ Adequate, relevant and l
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This includes information about their health and wellbeing, ethnicity, photographs and other 

categories of data relevant to the provision of care. Further information about this processing 

can be found in our pupil privacy notice. 

We also maintain a record of our processing activities in accordance with Article 30 of the UK 

GDPR. 

 

Schedule 1 conditions for processing 

Special category data 

We process SC data for the following purposes in Part 1 of Schedule 1: 

¶ Paragraph 1(1) employment, social security and social protection. 

We process SC data for the following purposes in Part 2 of Schedule 1. All processing is for the 

first listed purpose and might also be for others dependent on the context: 

¶ Paragraph 6(1) and (2)(a) statutory, etc. purposes 

¶ Paragraph 18(1) – safeguarding of children and of individuals at risk 

Criminal offence data 

We process criminal offence data for the following purposes in parts 1, 2 and 3 of Schedule 1: 

¶ Paragraph 1 – employment, social security and social protection 

¶ Paragraph 6(2)(a) – statutory, etc. purposes 

¶ Paragraph 12(1) – regulatory requirements relating to unlawful acts and dishonesty etc 

¶ Paragraph 18(1) – safeguarding of children and of individuals at risk 

¶ Paragraph 36 – Extension of conditions in part 2 of this Schedule referring to substantial 

public interest 

8. 
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¶ Ask us to rectify, erase or restrict processing of their personal data, or object to the 

processing of it (in certain circumstances) 

¶ Prevent use of their personal data for direct marketing 

¶ Challenge processing which has been justified on the basis of public interest 

¶ Request a copy of agreements under which their personal data is transferred outside of 

the European Economic Area 

¶ Object to decisions based solely on automated decision making or profiling (decisions 

taken with no human involvement, that might negatively affect them) 

¶ Prevent processing that is likely to cause damage or distress 

¶ Be notified of a data breach in certain circumstances 

¶ Make a complaint to the ICO 

¶ Ask for their personal data to be transferred to a third party in a structured, commonly 

used and machine-readable format (in certain circumstances) 

Individuals should submit any request to exercise these rights to th

https://www.legislation.gov.uk/ukpga/2012/9/section/26


https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
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¶ Paper-based records and portable electronic devices, 
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It is important to note that the Trust or its schools could be reported to the Information 

Commissioner’s Office (ICO) for high risk data breaches and penalties (including financial) may 

apply. 

18. Training 

All staff and governors are provided with data protection training as part of their induction 

process. 

Data protection will also form part of continuing professional development, where changes to 

legislation, guidance or the Trust’s processes make it necessary.  

19. Monitoring Arrangements 

This policy will be reviewed and updated every year and shared with the full governing board. 

20. Links with Other Policies 

This data protection policy is linked to our: 

¶ Acceptable Usage Policies 

¶ Freedom of information publication scheme 

¶ Keeping Children Safe in Education Child Protection and Safeguarding Policy 

¶ Online Safeguarding Policy 

¶ Use of Images of Children Policy 

 



https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/report-a-breach/
https://ico.org.uk/for-organisations/report-a-breach/
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o A description of the nature of the personal data breach including, where possible: 

▪ The categories and approximate number of individuals concerned 

▪ The categories and approximate number of personal data records 

concerned 

o The name and contact details of the DPO  

o A description of the likely consequences of the personal data breach 

o A description of the measures that have been, or will be taken, to deal with the 

breach and mitigate any possible adverse effects on the individual(s) concerned 

¶ If all the above details are not yet known, the Trust will report as much as they can within 

72 hours. The report will explain that there is a delay, the reasons why, and when the 

they expect to have further information. The Headteacher or DPO will submit the 

remaining information as soon as possible 

¶ The Trust will also assess the risk to individuals, again based on the severity and 

likelihood of potential or actual impact. If the risk is high, the Trust will promptly inform, 

in writing, all individuals whose personal data has been breached. This notification will 

set out:  

o The name and contact details of the DPO 

o A description of the likely consequences of the personal data breach 

o A description of the measures that have been, or will be, taken to deal with the 

data breach and mitigate any possible a
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¶ If the sender is unav


